2" Generation Viprinet Virtual Hub
for Amazon AWS
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Installation Instructions vipri

In the past, we used to publish a dedicated AWS Virtual Hub image on the AWS Marketplace. However, due to certification
requirements from Amazon, it always took longer for a new Viprinet firmware version to get published.

To speed up firmware updates and to make things more flexible, we are now longer publishing those images. Instead we
have created a way to use any “Amazon Linux 2 AMI” which after creating the Instance can be converted into a Viprinet
Virtual Hub. Afterwards, this Virtual Hub will then receive Firmware updates in the same interval as any physical Viprinet Hub

would.

In this document we are explaining what steps to take to create your own Virtual Hub instances on AWS.

1. Log in into your AWS account, locate All services group and click on £CZ.

AWS Management Console
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2. Click on button Launch instance, then select Launch instance option:

0 New EC2 Experience
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3. On Amazon Machine Selection screen, select Amazon Linux 2 AM/I and confirm the 64-bit (x86) option:

LM Support GmbH ¥ Frankfurt ¥ Support ¥

1.Choose AMI  2.Choose Insia

Step 1: Choose an Amazon Machine Image (AMI) Cancel and Exit

An AMI is a template that contains the software configuration (operating system, application server, and applications) required to launch your instance. You can select an AMI provided by AWS, our user community, or the AWS Marketplace; or you can select one of your own AMIs.

Search by Systems Manager parameter
Quick Start 1 to 40 of 40 AMIs

My AMIs Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-0db9040eb3ab74509 (64-bit x86) / ami-Obf22bb1d11a77€09 (64-bit Arm)

Amazon Linux_ Amazon Linux 2 comes with five years support. It provides Linux kernel 4 14 tuned for optimal performance on Amazon EC2, systemd 219, GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through extras. This AMI is

O 64-bit (x86
the successor of the Amazon Linux AM that is appraaching end of lfe n December 31, 2020 and has been removed from this wizard o2

64-bit (Arm)

AWS Marketplace

Community AMIs Root device type:ebs  Virualzatontype: hvm  ENA Enabledt Yes

Y Red Hat Enterprise Linux 8 (HVM), SSD Volume Type - ami-009b1 11 (64-bit x86) / am (64-bit Arm) m
Red Hat Red Hat Enterprise Linux version 8 (HVM), EBS General Purpose (SSD) Volume Type.

Free tir cloible

Free tier only (i
O 64-bit (x86)
Roct device type: ebs  Viruakzaton type: vm  ENA Enabied: Yes 64-bit (Arm)

4. Choose your instance type and proceed to Review and Launch:

£ ViMSupportGmbH v Frankfur v Support ¥
1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4.Add Storage 5.Add Tags 6. Configure Security Group 7R
Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memary, storage, and networking capacity, and give you the flexibility to choose the appropriate mix of I
resources for your applications. Learn more about instance types and how they can meet your computing needs.
Filter by: All instance families v Current generation v  Show/Hide Columns
Currently selected: t2.micro (- ECUs, 1 vCPUs, 2.5 GHz, -, 1 GiB memory, EBS only)
Family - Type - vCPUs (i ~ Memory (GiB) v Instance Storage (GB) (i - - Network Performance (i 1Pw6 Support (i) -
©? 12 nano 1 05 EBS only - Low to Moderate Yes
] © o i e 1 1 EBS only “ Low to Moderate Yes
©2 t2.small 1 2 EBS only - Low to Moderate Yes
© 2.medium 2 4 EBS only - Low to Moderate Yes
2 2large 2 8 EBS only - Low to Moderate Yes
173 t2 xlarge 4 16 EBS only - Moderate Yes
©? 12_2xlarge 8 32 EBS only - Moderate Yes
13 3.nano 2 05 EBS only Yes Up to 5 Gigabit Yes
3 3 micro 2 i EBS only Ves Up to 5 Gigabit Yes
3 3 small 2 2 EBS only Yes Up to 5 Gigabit Yes
3 3. medium 2 4 EBS only Yes Up to 5 Gigabit Yes
3 13 large 2 8 EBS only Yes Up to 5 Gigabit Yes
3 t3.xlarge 4 16 EBS only Yes Up to 5 Gigabit Yes
Cancel Previous Next: Configure Instance Details

ervices, Inc. or ts affiliate:




5. On Review Instance Launch screen, locate option Edit security groups and click on it:

1. Choose AMI

2.Choose Instance Type  3.Configure Instance  4.Add Storage  5.AddTags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.

A 1mprove your instances' security. Your security group, launch-wizard-4, is open to the world
Your instances may be accessible from any IP address. We recommend that you update your security group rules to allow access from known IP addresses only.
You can also open additional ports in your security group to facilitate access to the application or service you're running, e.g., HTTP (80) for web servers. Edit security groups

~ AMI Details Edit AMI

Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-0db9040eb3ah74509

Amazon Linux 2 comes with five years support. It provides Linux kerel 4.14 tuned for optimal performance on Amazon EC2, systemd 219, GCC 7.3, Glibc 2.26, Binutils 2.29.1, and the latest software packages through extras. This AMI is the successor of the Amazon Linux AMI that is
a

Root Device Type: ebs  Vinualzation type: hum

v Instance Type Editinstance type
Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GB) Network Performance
2.micro - 1 1 EBS only - Low to Moderate
v Security Groups Edit security groups
Security group name launch-wizard-4
Description launch-wizard-4 created 2021-04-14T13:05:45.895+02:00
Type (i Protocol (i Port Range (i Source (i Description (i
SSH Tcp 22 0.0.0.010
» Instance Details Editinstance details
» Storaae Edit storage

Cancel | Previous = [NIEWIISN

orits afflate:




6. Add protocols HTTPand HTTPS into allowed services (SSH should come as default, otherwise add it too):

1.Choose AMI 2. Choose Instance Type

3.Configure instance 4. Add Storage

Step 6: Configure Security Group

5. Add Tags

6. Configure Security Group 7. Review

Asecurity group is a set of firewall rules that control the traffic for your instance. On this page, you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server and allow Internet traffic to reach your instance, add rules that allow unrestricted access to
the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more about Amazon EC2 secrity groups.
Assign a security group: O Create a new security group

) Select an existing security group

Security group name: launch-wizard-4

launch-wizard-4 created 2021-04-14T13:05:45.873+02:00

Type (i) Protocol (i) Port Range (i) Source (i)

SSH v TCP 2 | Custom v || 0.0.0.0/0 || e.g. SSH for Admin Desktop )
HTTP v TcP 80 | Custom v || 00000, 10 e.g. SSH for Admin Desktop [x]
THTTPS v TCP 443 | Custom v || 0.0.0.0/0, =10 || e.g. SSH for Admin Desktop )
Add Rule
A waming

Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setiing security group rules to allow access from known IP addresses only.

Cancel | Previous

aws

Feedback

VLM SupportGmbH ¥ Frankfut ¥ Supp

Select an existing key pair or create a new key pair X

Akey pair consists of a public key that AWS stores, and a private key file that you store. Together.
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required

to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI
Choose an existing key pair
Select a key pair
ds

41 acknowledge that | have access to the selected private key file (ds.pem), and that without
this file, | won't be able to log into my instance

Cancel

Terms ofUse  Co




7. You will be redirected to the following screen. Click on View Instances to go to your instance list:

Launch Status

@ Yourinstances are now launching
The following instance launches have been initiated: i-0576948803c57cdde  View launch log

©  Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances
Your instances are launching, and it may take a few minutes until they are in the running state, when they will be ready for you to use. Usage hours on your new instances will start immediately and continue to acerue until you stop or terminate your instances

Click View Instances to monitor your instances’ status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances.

¥ Here are some helpful resources to get you started

* How to connect to your Linux instance « Amazon EC2: User Guide

« Learn about AWS Free Usage Tier « Amazon EC2: Discussion Forum

While your instances are launching you can also
« Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
« Create and attach additional EBS volumes (Additional charges may apply)

* Manage security groups

View Instances

e v ] [+ NI

@© New EC2 Experience Instances (3) into
Tetus whatyou think X
Q 1 @

EC2 Dashboard
Events. Name v Instance ID Instance state ¥  Instance type ¥V  Status check Alarm status Availability Zone ¥ Public IPv4 DNS v PubliclPva... v  ElasticIP v
Tags T 1-0984781493f 42ebae @ Running @ t2miao @ 2/2 checks passec Noalarms =+  eu-central-1b ec2-18-195-248-66.eu- o -
Limits. - i-0576948803¢57c4dc © Rumning @Q t2mico - No alarms 4 eu-central-1b ec2-35-158-95-94.eu-c. 35.158.95.94 -

- 1-03422c11e3c17406a @ ruming @QQ  t2miao © 2/2 checks passec Noalarms  +  eu-central-1c ec2-18-185-71-65eu-c...  UMEISTF -
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Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts g E®

Capacity Reservations

Select an instance above

¥ Images
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¥ Elastic Block Store
Volumes

Snapshots

Lifecycle Manager

v Network & Security
Security Groups
Elastic IPs
Placement Groups
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Network Interfaces

English (L




9. Using an SSH client, connect into your instance using ecZ-user account:

You will be asked if you accept SSH fingerprint, type yes then press enter.

Run the following command to add Viprinet Repository into your list:
$ sudo yum -y install https.//aws.vipri.net/amznZ2/viprinet-repo-latest.amzn2.x86_64.rom




Execute the following command to add Viprinet package:
sudo yum install -y viprinet

This command will also install needed dependencies:

10. Using your browser access the following address:
http.//<ip-address-of-your-instance>/

then you will be asked if you want to proceed using HTTPS (secure protocol), confirm by clicking Yes:

Login x |+

@

& ¢ & @ % 351589594 %4

Security waming

You are currently using the HTTP version of the login screen. It is not recommended to
login o the router over an unencrypted intemet cannection. Do wish you to switch over to
a secure SSL/TLS-encrypted HTTPS connection?




A self signed SSL certificated was generated, due to this you will receive a notification about a Potential Security Risk
Ahead. Click on Advanced the confirm access to site.

A Waning: Potential Security - X | +

< ¢ @

B -9 n 0 ®

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 35.158.95.94. If you visit this site. attackers could try
to steal information like your passwords, emails, or credit card details.

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve t.

If you are on a corporate network or using ant-virus software, you can reach out to the support teams for assistance.
You can also notify the website's administrator about the problem.

Learn more.

Go Back (Recommencded) Advanced...

Log in using default credential:

Username: root
Password: viprinet

Login x [+

PR [CIEA @ g hiips//35.158.95.94/ogin

n 0 ®

viprinet®

Welcome to the AdminDesk web administration interface. Please
log in using your administrator usemame and password

Use of this computer system without authority or in excess
of granted authority, such as access through use of
another's Username and/or password will be prosecuted.
For site security purposes this system monitors, identifies
and logs all access.

This interfaces requires Javascript to be used. The legacy
webinterface which does notis

Username: root

Password foeocseceeed]




You should get redirected to the Viprinet Administration Web Interface:

Virtual VPN Hub (AWS Editcr X | +

<« ¢ @ @ & iips//35.156.95.94/cxe

/X"ﬂ*— As this Virtual Hub has recently started up, its identity (including the product serial
[ ! ] e hour

Please check
ied identity, as it would stop

n 0 ®

Remember that your web interface is public to the Internet.
So change the root password now!

That's all. Congratulations for setting up your Viprinet Virtual Hub on AWS.




